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(57) An sBto?TiBkid method sot sbding a cuBtornaf 
ihai a tension is daing intend and for aumoming 
ths transact based on «e cmi\rtrmm\^^to^i\ by ih® 
smsomer fh$r&a- In sccordanca ono itjustra&vs 
embodiment a request to authors ih% transaction is 
raceiv^d, whsrsin th« request includes & caponier i&w 
■title?: a datsrrotallort is msda whether to authors ttts 
tnartsacticffl dased on ^a o^lacmr idemi^r; it tha rfe* 
tarrofejation is jo authorize the Jrsn.sac.Mon, sna* fact & 
ccSirsmUETt!cal«ci-to tha customs*; a aqjvfeiaaon .ma* fftfc 
tmrts&elksrt should, in -fact, be a^hor^ed facsivsd 
bask .from tha ^stomar; and ma- irmsaatton-.ts .autho?-. 
I^edldrssp^ 

in aacordanaa: witk Another 1 IHysirat&s? smb&cSrn&nv .a 
tmnsaabn tn&aied .by an agent of' the ci^iamaf (r.«?: v 
the principal) is auteii^d by the . principal when on© or 
mere threshold .par&meia?s:mai: m&y.b§ pre<iei;acd fcy 
the: principal are. axcaed^d. A pref erred' method of. aSsnV ■. 
ing the customer and. receiving a confu matson tdauthon. 
im transactor* &mk trornlhe ca$£ernans ilfo&tr&ilv'fc-- 
!y afforded by eortvarmona; twow&y pagers. 
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Thia ir^er&on relates io a tra^ssction 'siithiGrixatfon 
ana sorting sy^m, rnora padscajady tos ■method 
and apparatus k>? using a ooavnunicahona isyst-aro to 
alan an interested party of .a ra<:ant incompleted trans- 
action anchor to obtain yythod^Elors tor; a>s intarsstsd 
pariy for a. psad^g. transaction. 

Background of ih& hr^ention 

The credit card Id^mfete nufTt^ r^ssgn^d.lo 
cradst cardxousaxaars are preaantodao many di^aranl 
peopia : <a ■ variety '.of : c*^srns£$tt$@$ - who?v.app|y?n$- 
for ffraancisl sorvscae, -mm concluding purchase*:?? a 
aiora, and wtiew nuking purchases evermataicphona, 
■!iwo&§h She mal orovar &ma\l M&cttotm ma;i) The- 
iarpe n cmbar of peopla thai have sioaaas to casiom 
cmd^'cafd' number has ff&qu&rtty feci to fra^d, T'na 
vaotagea ol a^ng credit aa-da. howavar. aa> sfcfcskav 
hat Thaeaston^ar Unda thair usn-advan^ca^ns In that 
he or aha head not carry eesh or mm checks. Credit 
card pun^wea also hava advantagsa to tha *ataiiaf as 
oarnperadjarexampie, to paymam by checia sines ih$ 
aradii mtvi£®: &?mM®? ^$tt?&srtirtt&fy aayrhant to - 
lha ratafee ragardlaaa of whan sho customer pays she 
basanea on ata credit card account Howavaa oradtf 
.cards or m&MmM number ara o^nnak>ion : and oradrt 
:card namaans ara off an usad ovar the tafaphona or 
through tn» mat; wfchou! any seoara rn^hanjsrn tarc>xa 
finding tha c^aa-ncr's identity 

T^iapl'k^naaa^ngcard numbers tava ^c^rityixt>b- 
i:ems sim;&rtoihose:ol nredu cards. Thaen numb&fS ara 
O:fon spoken afoud or enasrad through a inach tone key- 
pad,, ihoeoby allowing ;oihara tpa oppoftan&y to record 
Xtism {$tth®f aiectronioaiiy or .by mara ohaan>-ahon a and 
tdthan fraudniontiy , use. the. narabara, Aaoihar coma>an 
■source of fraud stnrns from mltmlmti Liaar^a oha orndst 
aard ara^alaphona aa&ng oard follow^ by a ^.^a^nar 
danias mat ha or ahs mada ifm parchaaa or placed tha 
call Tnas, ajmpiy 'cof^tfotNog access tolha cmdst oraass- 
iag^ard numbsr w^houi mors may ^adaqaa ta: Com- 

p:a of a transaction: thai d&pcads upon pr^a^a cxsiormt 

ahanra^fe :Ttay "aacorrta kao^a to ct^ara ; t^^raby sllow- 
lag. unauihor^ad a^ass.to/tha^.dmabasaa. 

Prior art fnachantam^ :or handing ^uch aacar^y 
coac^f-n^. hav^ no- ti.iker? ;:idva:ata:ga oi advances in 
cornnii;nicaJions andcornpa^ray^Jarhs io:aatomatatha 
alartir^g aad- approv^iS piocass. ia.ca?a:ciuaa which 
hav£ haratofem. altamp!.ad to addrasa. Iha^a aacarUy 
auaa tend to a;gns^canrty.incraasaths : complexity. of : th©: 
commupication protocol For axHmp[^ : the castomar 
rnsy bo aa^ad ^o'diaonas quastbna. {iha .answer to 
which ii !a cxpaated that only the authored paay woaid 



know) or may ba r aqa *rsd to provide : addltional jnferma- 
'^onas^ap^r^af-aachtranaaction su:«h as- a' {secret} Per- 
sonal sdani^iasiiion Nufrib^r r Pi Ml [vk>raovar, ; it may be 
required iha! ^uah PsMs ba m^od^ad on a roat^na basis 
in ordar to ma in lam ihmr sec racy. To ancou raga custom- 
:^ra io m=^ka use tia§a typsa o* sesvicas ("e.p. : aradii 
a^id cM\in# osadaj, ri' haa bacoma caramon k:- ftraij the 
l3ab : ii;iy of lha c-^lomar wajsa incmaasng the lability ^ 
jha sarvk;a provKaar /ag v ths c:rad;:t <x5fd vendor or tai- 

•^> : aphoae coa^panya ^Jnbriuaalaly aa;=iathor3z^d aaa^ 
a$<aa^y go andctaatad until s pariodic ^EVica r^pi>rt ia 
issued- - typfca}iy : aith.a aad. Gf a monthly : bHi:jig cyda 
aad Song: Mm. -th.p ■■tmitti a^aa parpatr^cd, 

. ra: addsaon : \o jhe .ahovs-doacribao sacuaty sas^as, 

^ .one .somrnoaly dasl rad 'o^ss of financial transactions in - 
votea a pr^efpa? who : ampowara an a^oat to ia:!ta5a.and 
cornp ; lat^. routine tranaaciioi^a w^boat th^: prsncipa^: 
kaowladga or -approval Howavar, ^ha phnaipa! oitm re- 
: ;^arvas.th^right to. baaleaed !c,oravcrrio:approva, auch 

aa :imassa^oas; paaicailasly vvb<ia>may : ara iderr1^iab::yaora 
a>aana or aiyp^cai For exampla,, approval may ba ra- 
<p itiXl whan c aitain Iftt eahoki par:im^a:a> thai . &t e aa- : 
coc:alad wiih th^: t:rana^ii^. (whbts. niay. tot axarnpk?, 
aa prs^$$ft&c3 fey. the- prinajpap ara excaadad. . 

?Z Pim mt machan^f n:s lor hanoljng such aeant inUi- 
atad tranaacaona hav« also no! UiharvaoVantaga oi so* 
vancas ;n commanicailoas aa^compistar syalems to au- 
tomata tna a;?:rttrsp and approvai procass. jharaby Wm* 
iba scope of ; appfea^ona oPsiiCb iraasa^^oas. For 

# ' example, a card o^nar, auob as a corporation {parent) 
thai provide an ampbya^ (young aduit) mih a ct$m/ 
'defost card loaiTarga bustasss {parsionai} axpca^a:-5, typ- 
■kMty placaa caria.irs rest?bt*c>ns m tha nsa oi the caid 
by tbe cardhoidar to pfavard ata^>c-B, axca^aasi or tfaad. 

^ Tho^a ra^hctiona ?nc^ada, lor axan\ate. yppar miU on 
mim !hs tofcsl anio^at oi nianaythai cafJ ba chargacj to 
a cojwnarcsaJ crad'^oafd, or ina nambar of transactions: 
: ihat can ba authoi^adfor a cradircaio niun^r mihmu 
pradatanTtsnad parjoci of ^JT^e. Thosa raatrsariona sojt;s - 

4^: ' {jirsos. separata to deny adecas. to- credit, io-:-a .cardhoidar 
■whoiastfandedort^ whan 
i?onica^yarad-it is mo^inaadad, This^iaariyda-Jaamtba 
parpoae d* ernpowaria^ Ilia aropSoysa or ydacg adult 
Vet, oaa; a=phi o! the aaa of Jbosa aradii catm by the ca rd 

^ ovaiars :*s still aaadad ainca ma o&rd owners ar a alia 
a^ataiy f InaaciaHy e eapon&feic tor tbe ^.xpens^^- char pad 
"ttxtfw^ cfsdii aa.rd?.. Ttm m\^.^km mit^iMi sigjn'tf- 
fcanca whan ona conaidars. ih'^t ■.ma^nanta'.conaamfid: 
.about Jack oi la^a^ aompataacy -of minora \o corripjaia 

^? : :card1:;"anaactiona hava baaa rah.tciaa^ to accapi debitor 
ca^dih^aa^aa$araa.ansc:fpayman:C?a^ra mlaaa?.. H^nea, 
:anoihar sp<2csf}s : prob^m of iha paoran ra lacK of afi^x- 
'feia rastric^un m^cbanisrn for prlncipaia io timlt monitor; 
and/af approve a§e at a card by cardboldar: for noa-roia 
tsna comiTtareiahtransactiona.. 
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We have raoognizad that tha aforementioned prob- 
ioms -m&tik itmrihB inability. taqii&kl^aftti ^sts-s^rttly in- 
form the individual cm^ornnr rop. : the accoantho;dar 
or Iba p-rEnoipasythst im or ^arouaionw idantitler 
civdSM^n/czMng card ftumbar, PIN ; password, etc. ) 
i$ b®m§ \tsi$4 m a tearssoctioF* ?of a p&dlouiar purposa, 
:and tbo inability of £ha cuatomar to respond thereto in 
ordor to confe* or mny m asa. Thus,- in aoaordanaa 
with, c&fi&fo aiaatrat^a amhodiman^ ot *ha prsaani in- 
vnnrion. an. aatornasad rft$thoti for addhorbabg a frana- 
mm h provided ,?n which she cusfcwror is Wbmwa o* 
a pondsng .author ^a^on thoraot and tha transaction k> 
then at>tnon£ad : oniy in', raaponse;. to a castomaroontia 
maison. in.acnordanao with nariain othar .itetra.sive : om- 
bodiment$ : tba invention provide a method and a -sys- 
tem which aiiaw.a phnolpai ■ bo -auto^ttea^y atertect 
to and/onto prompt^ authori£a : . an agantanitkaa:;-; 
transaction whish n^ay;tqr.o>:af^pi^, ha dasmsciatypics; 
basad on apm^ton^d'pfo^l0^p^^i?Ki by £hs- principal 

Jn &csx3^anc# with om llhMmimi.imbotikn&rtL- &. 
raquast aa^hon^a a tfaosao^on r^eivati whor^n 
tharapaasl ineludaaa euaaxnof idantiji?x: a dasenttina- 
iton b n^ada whama*- So auihonza the tnxasadion baaad 
on iha customs teifer; if the ri^*rft»teiky? & made 
\o axiihom*. tha 'tmm&a\m, \m ponding aa^on^a-inn 
is cornmimicatad to ths castomar a confirmation that 
rhe transaction is, in fecfc to ha authorised ?§ mom&tl 
back born rhe customer, and the b&nsac-ion is auihoa 
h^aci io raaponsato.tha cuatonw * co-^rnafe thereof. 

One ap^oadvtocon^rn^k^ting sach-a d&e<rn!r&* 
don io aathorko the transaction and to ax:nivc suoh a 
oonfonft&tion to aothoniraE^m ihe ou&iomac &.ift&$trft" 
tivaiy alfordad by cortvamiona: t^o-way pagans For ok- 
ampia. a comp^ef da^has^, c:harg^d \a=th th<^ task or 
siutharis^ng a tensaafon, msiy s^gnaJ tha^x^orn^- via 
pagio^:wh^navaf Nfe .or her :cu:§te^r ^emi-ll^ k5 .usad- 

dlspiayad .on : tho : pagaf^ alph^nunwio. {or; nwmm) 
■p!ay,"?:ho custont^r may than r^^pond (via iha two-way 
■p^g^.by oanfirrn^ng or denying ths pand^ng s^uthod^a- 
hon. 

According; m ona aspect of the invonl-ion, adoption 
aona^ior^ that Shg$^ a cu^o^r% averting or appiwai 
pro<;nss may an atornd m s. profil® .§p&&$i$& by ihs cijs- 
ton-saj: Tht&.pit^i^ associates Ihoao ^xcsspilbn ttXr\tii- 
lions to a p^;aonat oon^fi \& k>A%ik*n& ixl8t%$&, such' as a 
paging number or a "SCO" or : 700 : ' preiix tniaphane 
r>^:Baha: r at whiah 1:ho : cus^ainr can be reached. For 
crodii/dnbit and oaling card ter^anuona, axcapibn 
cond^ions fnayb^ catia^d^l^r a*carnpte, by ^.ri^qu^tfor: 
cradiJ amount (or' number chira?>saction«)adov8 thresh - 
old paramelar's pra-imposnd by tho card, owner Jar *ha 
uas .of iba <:ard, of broach ot otbar condstbns pra~ds- 
Nned by Ihe cs-pd ^qwnar tor tbo u^a of tho card In ac- 
cordance with tho prinoiptea ot tno inver&oa tha :a=^rd 
owriar may ate to .«irjipjy reao^a tha alad message or 



to authorixs/dony tha charging of xm expenses to tbo 
:oard : aumbar .by ; iransmili^g an appro^ai/disappra^ar 
:nias&aga!o:tha card js^aer.d^ pad: oitha card v&ikMiOTr 
pncjoassr, 

^ bearding to snolhar aspect oi the invention , s m or- 
ahani may rapuast th® ^pprovas at a : .p^nior guardian 
la a^^tJc^mcardirm^iymrt, saah m a strxada^ua 
aaja daaid, pfa^antad to the merchant by a m;nar a:^9> 
ing io act on bohail at tha parent or guardian. In Xtmi 

a> casa the oaf d nuajbaj; or a proxy !h$-rno: : . may bo usad 
a saaroh kay to ra!:r [ava th^ psrsnt or guardians pv> 
iM ih&i id^nfitiaaacommnn^.ai;!ansadara^a^of iha paa 
ant ar guardian, Tba tiana;no^on is .approved oo^y it an 
•aaiborkat;on: massage is .n5caa^d;JTom- tha .parant or 

r^ guardlaft, 

RG. 1 - is a laiiacomnrunicsllon . syafenv ar^anaad: in 
£tf . aocoi^ianoa with: tha. imi$?iik>x to a^ow: a card m^n&v- io 
authorize, or to ba afestad to lranaactioaa ohsi^ad to ma 
■c;ardbya:aardho:dar: 

RG. 2 mMfmm-an •mmpl^y mai^aaga tba^ is 
srafwnittad ay m aatoa\a!iC:diaJ::ng uoist al.sr marchanrs 
& iccaiit^ a card ^s-^ds vai:ldaiion databasa, 

RO. shows an j^atrahva usbso that aascciaiai? 
ai^ning threshold pararnat^ra to card nambafa. 

RG, & shorn an m^mge- 
m immmln^ by an aatomatic dialing unit at a : mep 
3& ahaat ; s location to a card owner's communtoaaoin^ da- 
v:ca 

fiG. f> show specie axeETipiary n\mmgm that 
?fiay bo aanarasttod by ^ card va(idato> syaten-s to a aa^:i 
ownara conanun^aiion:$ d-a/ica 

PiG. 6 ia a iab:!a ihaJ ctxt^^ataa oaarahant codaa to 
typos ot cOTjmaraiala^tabiiahmai^a. 

■Fm, T shorn a tiow digram oiitiining fcslrativa 
p^o^ufsmad inst^otiona axaoatad :by d^arabt : aia- 
■.manta or lha coniiTiunfes^ona ..sys^m of FiG, 1, io ra- 
4t>: .aoiva .approvalloa. or to a^ort avoradit card owner to, :a 
.crab* oa^ tranaaolion iniliatad: by a aatd holder in aa- 
coi-danca with car^ain ill^^aauvo ambodiman^ oi tha 
pra.sant-invan^on,, 

Ra\ .B:b.a ?:o^ cnah ot ^astraliva programmad :?> 
^ $;hiainons axacatad by various domponan^ ot th® corn- 
maniasiliOina -system of RG, 1 to r^caiva appfa^at froa^ 
a' pafant m .a. $ua.rd&n of a mte iniha^ad dabil oaro'' 
'tjansaotiian in mmvtimm. wmkim ®imim&& &r&0£^ 
irtmnt tha present inventJon, 
^? FiG. 9 shorn a $<m ohan o^ a cf adir caid parchaaa 
:han^;:ior:ion to ^ioh carton iiiusha-sva ambotf; n^an!^ ot 
: tha .p;ra^ant invention may aoYantageoaaiy ba appliad; 

RO. 10 :>ho.\as a Jiow chad; of an auihon/ahon proc- 
ess in aooordanca vy^h a saoond iNystmtiya ambodlr 
mani of.tho praaem inventson, 

FiG. 1 1 ^ho-wa a flaw charl ot an anthori^ation proc- 
ess in aocordancn with a ttr;^ itiuatrativa afy£>odjfr<nrn 
oi tha praaant invention:. 
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FiG. 12 shows a How chars ot an autbor&aboa proc- 
. ass . in accordance mih a tounhillustrahv^ emfead*rri&n*. 
of tbopras-e:ra En\raatbn, 

FKl. 13 shorn* a flow eh&M •aorsditaard purchase- 
Iran saetion to which a iiith jjlij^teljvs ernbodircenj: af 
.pse&ent invanbon may adyantagaoaeiy b& applied,, 

Pi&. 14 shov^ a fbw chart of aa ausbortfaaon p*oc- 
aas as accordance with a fifth Uiuebetiye embadimant of 
the parent invention. 



Aiihough ihs< pdncpieaof tha preset foyanifofi may 
06 - appfet to. raany cio^ains, tha i^uebaUVe ; omoodi- 
m^nts -d^prib^dJn g&aft harain mil focus an a. credit 
card or-ttabtt card purchase transaction, tntbesa am- 
■b<;a.imar:t$ : & cardhoiaar, whom&y or rnay not ae 
earner fh<s cras&.a? dsb.it card *saiKj*;; nam # dradft. 
or debit card (or a &rad& c&rd numb©?} 1&§r&iftfti a *a.- 
i&ffer (a proyicte? of a p-educi or serviee) io» charge a 
purchase Jo >he a von ctfcdsi card account or to debiithe 
amount ol parch&ae from tbs givan ctekif eaird ac- 
count. The arada or debi?. card number sarvae as a;eus-' 
lamer idamirlef to tfha -ct ggft-csrei -swricfc provider {&,g„. 
ihe issue? of the .credit card).- 

■FiG, T " : $hows ;a : .£omrai.*nieatk>aa . astern $n^g$d. 
in. accordance With certain fetrative er?ihodi£raeat:s of 
the present invention id bnpteaiem the phnespiea there- 
at The communications system of RG- n includes a 
€Ommun:cahgas network 102, a validation" database 
1 06 and a pacing system network; i ll , Ck5mn>uaieabotta 
network 1 02 incudes dna or a sanea of imaf eoaneeted 
sorr^utt&al&ns- sw^g&arr&ngod to relay to validation 
database 106 (via ilnea 130-1 to infonrj&tot ra- 

ce^ed ttom.cmti eaadar 101,- Sp^fealfe wferi a.eaxiir 
: c^'holderh^&fircr^jtX^^-to a me^haruloebarga 
^xp&bs&s •c*s$dci&;:£d "w^h.a iransaetsoa th& merebant 
■sikies the cmM card through card reader 101 to mad 
the credit card numbed for exarap^e, eb tbeajagnebe. 
sfripedn !hs feack.otriu^cr^ducard: An automate du^ag 
unit uiciud^d in card reader 101 d^aia a ^fephona: 
number' a^dCEal:ad with a database 1D6 d : i tha can:i 
suar to vaadat^ b":aca:d nuaiber. In pajlicaia?; card faad- 
ar 101 tfanarnils to vsaiidatiosi dalab^Hs^1.06.a vaiid^is&r: 
raquast rtiassaga lhat la tSluafrativaly fapraa^ntad sa 
RG 2 

SjrTiSSarly, when the cafdholdar w!shsalG,usa a dab^ 
oafd si.jch as aa A^»oaiio Ta^sr M;:ich^a (ATM) mm 
as st ; a^a;:iBs. of psy^mn lot a con^nriaraia.s Iran^achon.. 
•ha rnarch.anf antaf^s ciapaciat coda sniocard madar TOT 
id tnii^^th^al^ting and approval precast Tharaahef, 
:cafd.faader rairlavea iha dabit oatd nua^bar, lor ax- 
ampic ; rxomlba magnets; ^tnpa on tha h&ek of iha dab^t 
card before p.romp^ag- tha cardhosdar lor a asctat aodo 
a PIN) -Card'roadar Ip i thsn transmits to vaiicfe- 
tlori databasa 10i a vacation ■ request moaa^ga that m 



1i]:usbatad1n FrG: 2;. 

Tha rn^saga -shown In Fh3, £ Includas a card 
:numbsrg0.l ,.a rsquastad.oredtt amount^02,:a mar^jiani 
coda £03. and a vanaation raqucat Whan card 

^" number 2Q1 s dabii card nLsrabar. ^ ai&o inciudss iha 
PhN an-a?ed by iha n^fdnoidcr Marchani coda 203 ;^ a 
ite® thai Jdant^ias !he typa ol hus>nass from %h*di "ihe 
massage aasocsaiad with ^ia Fanaaction. ia b-aa^rnsaad. 
Typicatiyv.tha marchaal coda: 203 i:s appended by card 
ra^idar 1:01 a^^r th« raqa^siad cradii arrsouar 202 bas 
■baan ani^md by iha. niarcbsat:, -and tha casing, mm 
numbar j?0l haa bsian rau^yad boa^thaiTiaanabo athrx; 
on iha baaH;o; Ida card The vacation r?KiuoaJ f^d204 
: afera§. the:Codo "antarad. bya.marchanrto faeaiva ap- 

r^ pcovai from- she pasty autboa^ad to give asjoh app;*ovat 
tm a d^tfjlcardiranaaction.'ln lha:caaa wdaratb^? aard:- 
■hosdar ta a minor; far e>a$rap^ : , dy raqua$t^:g -approval 
.of tie aan&act&n trom a parent or ^ardsaa of ^a minor 
■p:-a,, iha aalhor^ad;pariy} : aia^ahara: afKima.d^jt 

£a card isjasjar ara assarad -tei tba Jran^actscn cannai da. 
vosdad by Fva a^saar sb a :ak>r data on Iba ground thai 
lha rasnr^r lackad ?:a^ii corr:patanoy i& antar ?nta :5uc:h 

■ Uansaoijoa: 

Upm raceivmg a.va^dsibon f^aqaa^t mea^ag^.. m& 
& dsxm databaaa 1 0S uspacard auaidaf 20 1 a^ a aaarcb 
kay topabonn a ^abb? feoH'-ap oparatiaa for fha purpoaa 
oi mimv'^g the pr^ita asaacja^d wltd iha oardnumbar. 
VVbar j iha ca^dhoildar m a aanor, and iha card ia a 

3& v idad by the mibCfr raay be uaad as : ^aareb key to reihava 
!ba-protife oiFiQ. 8. 

Vaiidat^n da^baca 106 is a prOceaaof-contfoHad 
nantratizad c^atabaaa i&cMy whtloh ia a ojposiiory oi 
ranafds o? proves faf aii artidii/dabtr card numbaa; ae- 

a^ ssgnixi by a card iaauar to Ua auaron>arsc. Vaf3daba;n da- 
iabaaa 106 ia deigned to asjtbab^a ■ransaabon$5 
.cbargad to card nurnba^ aiafad tharain. Suan. orabon:- 
xa^iai tmy ba b^ad.waa^oJ pja-daanadpa:ran;i0tars 
inc^udad ib Vrw prctWm aeadeba^d wiih ;ha card n» 

4b: bars Whan aawievad prafiiia. -doea notanauda a re- 
quirement bx alcibng or approval, vajidabon of iba aara 
number rnay da-parformadan : a' : con^aa^ona^ a>anncr 
:Whsa a ipfs^te : ^to?a§: a^itia^ panstfTiiates -thai raay re- 
■qasra aoa^municationa : wstn : ona. or' mora oa^ad parttaa^ 

^5 vandal :oa database 108 usaa aria of m Aato^abc Da 
aisng Unita : (ADUr 130-1 io HO^i to dial a iaJapboria 
numbar- r:al;r;avad liom .a prob5a asaaclaiad. wirh. .aboard 
narabar. : 

.Shawn, in FiG.. S ia an. i^uetra^va badie thal a^oci- 
. ^assaJaajng.and. approval rh5"aaha:d paraa^aiara racrad- 
t oaa^numdars. £aoh raoocd ia the Jabla ot F3(S. 3 is a 
probfe for a oradticard nurrtber Ibat ^ aaad to dataan^a 
xm manner in wbieb ^atnsac^ona ahargad to ihm cradit 

■ card.nam.bar arc proacesad, Tbotab^a ofFIG. 3 indudae 
^ a cardholder^ narna bald 301 : a card number field 

a^ea and aatbob^abon fiags 303 md S&± tmpscm^; 
.a trigger group o: fjatda: aconifaun?cations addfeae braid 
00?; a no-answaacradU tbresboid:ffeld .30:9.: and:a,na- 
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threshold nm . 3io. Cardholders: 

r301...stomame j^ms of a. card: holder asso- 
ciated with a pantaEar card number. The cardholders 
name f^ld rnay contain, for example the fast, and 
nsm& d the . aardhosdaofaa snowa ferine first and third 
record} or a;at:rst name (or nickname) of She cardholder 
•(as sho¥vo for tha seoonti sad fourth reoofd). € redifcard 
narnber 302 b eead as a search key In tha Sable iookep 
operatbn n^entioned abova, to rathava this pro^a asso- 
ciated wSbthat card number. Tte ateri fla§fcek$ SOS mv 
omsas that Ihe card mtmt. is to he ncuimi, although 
pOSKEbly.cjaiy iaidar cadHii^ aondaEono Such noh^cahon 
.rnayhoTaqaimd.,tor example, xvherv processing a* thn 
transaction woesd : aithar *^.tt$&'csr&&in conditions- pre- 
defined Jor ihe oae.ofthe card to: km breacbnd : or a 
threshold, parameter to. da exceeded; The : approval flag: 
field 30*. glens tha card i^u^rih^sreslil card traneao- 
ttcm'lihgf vioiata preasstabilahed conditions neael to be 
anthor&edhy the oard.ove^ar as par! of ^ha card-v^Jkfe^ 
?*bn psooese. Thsss nre-estebiishad soodltiona may 
■pm-aa£eated: hy'themard owner orthey nw/ bo- p^ndi- 
Worn: smposedbv the card- iesu&r The U igtpt gronp of 
fiakJa dapicJad in FIG. Spiral sveiy sho*vs dorsal pa- 
raa-ieters which cause a card owner to be northed whan 
•hose paiame-am escaed certain pre--dat*oad fmas-b- 
olde. The *aondihona* aeki SOS- shows restriction a pre- 
selected by rhe card owners for use o= thoir credit cards , 
Forexarapieahaftrst r$cc?dir*d&£i&& th&t the card own- 
er wishes io ba alanad whenever a cardhCidar charges 
mom than om headed |i00) doHam to tha credit card 
number, Ihatotr^raeord rlustn^as-.tbat:tbe card owaer 
vyiehoslo aurhortfe mycr&M c&rtttt»ra&c*kft tor mora 
thsan three huodnbd doftare. By congest, ihe ownaf of tha 
credit card number associated; the Owa record 
wite to ha alerted whaairvaf that card is uaad at c:oa=- 
aiafc:tat astab^shaiaraa saaaciated wiih spacifsa aiar- 
ahan^ codes, Boraa aard ioa^ora assign o^tinat mar- 
ahani' codas to: commicM as : tabl^hfaaats : o^ah aa 
bara, hoiafs aad ^qaor a^oraa, thereby allowirjg caads! 
aaad hahc3adr?aoa aa.thda© as^ahl^hraoalo to tfa,i 



Other rasihatioas.thai may be jraposod by a ; oard 
■awa^r may snc^ada:, for oxamp{a; : £h»s "ma^SfrsUm aamoa? 
of ira.aaactsooa y fr$\6 306 which "Klines an ijpp&M!m& 
on ihs rt&obsr oi %(m%&€\k>K% \m can ba chm^m- to & 
crotiii aard namb^r mihm &..pmd®i$?$m\Mi p«rk^- oi 
llraa For ^arnpte, taa aaao?>d r«-oord ladk:ats^.lhat 
asifd owner's ;:ippa>s;af ?a retired to validate a sred^i 
e&fd transaction when rrsore thaa thraaafadji camt'mns- 
oceans hava a^aa-^y oa-ea p^x^assed^or thai c-aoaca-d 
aiimhar mihkz a tvyanly-ioar (54? hoar parked. Such a 
campion raay be asafal for . axaa^a . in detecting f raad- : 
uient usa of a siosen afadst oatd. When a tfanaaciion 
ihrashold numhar ioosedaa a paramator.lor piooasssag: 
cmtM card tranaaa^ion, 1;ha transact ioa aoanjapf said 
307 m :Eaorarnentad by r rona): evar^ ti'rn^ :a. ■. credit 
transaction processed, The tmnsaotioin eoanter field 
307 ;s raaat tO' s 0 k> attor the pradatoriTfmad aoaod 



ra 



ra 



£4 hours) has axa^rad. li mW ha a^preolated thai only a 
l?niitad naTTibar o? smiaotabas and/br auihor^altes are' 
shown jo 3 for ease of axp:ianaiioa ; ovan though 
many othar sh \ci ions, obvious tothoaa ot ordinary skill 
in the 'ah, ; m^y be requested by : asrd ovynara or card is- 
aaarator inaka^on ia the pfo^fe ol FsG, 

W^iarusver e ami tymur Is to be nof&ed of a oandi- 
^on-hreaching cnxili card tfansac^or^ tha otxnmank:e - 
js<50s addross l\M 308 may be ossd to idantify a iefe- 
phono aumbar or an eiacUoatc mart address a^ whiah 
the a&a:l owjier eaa haraaabed, Pa^iamb^y, .the oarnma- 
nfeata^s sdo'roe:5 $$ki&Xot&$ & a^a.ar naaihar aseoaial- 
ad wuh ,e oarnmoasvOtioas a^rrjar which pravtdas p.agsn^. 
■mtv\c&. on.a-.na^oa^ide basis to: : contact, for a^arnpla. 
■Ihe a^d awnara B^aoojated ^Jth she-firei and the fourth 
■record. .Alterno^veiy; a personal, telephone number, 
each ea e • a00"' or a "700^ pratlx nerabar a-kry be . used 
as a reach number tot a card . owner such :ae tha.;.oa?d : 
owner assc*:tatod wlih the second and thad. foeord 
:^howa la. : Fm, 3". anoth©?'. : a^e?T5ativ^, . m ^Mctmm 
mm\ ao'd:ross i^ay na mm -&h\dr\. m mmus mii^az&s 
emhadsmeaie, msy bo eilher aa s^ddrass to wbloh eoa- 
vaahoaai a^aeaonic a-a:i asay be .^enl or an olaahonia 
address ka use In othor loam of otODtronia ajgnatinp 
such as ; lor exafnpla, e di- eor raaseaga eo^T:men^elod 
to.tha oamputar screen of <rlog.g^d-OH aser or an. inter- 
■ective aieel ronio n*o^ey carnajunsoaiion . .meohenlsm 
^ y; e:7ahar or halk* progmrn}, 

ASso included \n tho proiite of FtQ, 3 ts no-answer • 
aradst threahoild H^d -309 and ncveaswar-hanaachoo 
taeeho^d fk^d 0:0 Those tialde identify respective^ 
fbo me>:jniarfi e^p^nr: of cfadli the; oar- : ha appn>vad, 
and she raaximam narnher p-eanias^a transactor 
w^thl:[T a : g^On .pafkxl of lima, M?ar^ tftacarcl awnar can- 
noi ba iaac:*iad by lha conimenscations eystan't of FIG 
1 , Whoa tha card awnar doas not wjah any iransacto>s 
ia do aolhor^ad whon ha or aha^ aannol bo raeahed; 
then tnosa slate. ere yaltoaseEO; 

Whoa tha casl asaoejarod with tha corn marc iat 
h-ansect;ionJe' charged, to a deb^ aard ; as opposed to :a 
.omdA card,.oa^y tha card holer's name %M 301 : tha 
card number f laid 502 and th e'.cornmanicatione address 
Md 308 are of partiohlar ralevanca-ainca: the req^eat : 
lor approval ja initiated by the merchant and the corn- 
morc^i ta^nsaolioo 1a : not competed ^ontho dabn oa rd' 
hosdar ;:sinno! ha a^achad. 

Batornng hsiok.lo f ; iQ:. 1. ^'rea a tranaacttan r&? 
<pz$i moeaE^a ; euch ae ifte ona lillashatad Er; F?G. 2 ; ia 
race^d: by va^dahon databasa 106, the iatter aaoe m 
the ioka;-^*Uon tnaluded sn lha> jnassage, and oYlh-s re- 
thavad ptotm as son tat ad with the card nuajber In ;het 
masaaga to determine whelher at k^ast ana card own er 
prehnspoead eondition' has bean breached {or a card 
owner pre-eeltnad thrashoid has bean axceadad} if so : 
vacation, database T0S fatchee the coram unseat ion a 
addfase of the cmda card owner and any c4har appro- 
priate ?nfora:ation to format an amhoa^ation reauasi 
and/or a^a n a-ieasage that sa t masmKtad to the astfd own- 
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ar. Ona such mossaga is illustrated" in FIG. 4 which 
shows a card holder's n^me iteid 40n ; h .display tm\d 402 
and a. fteicWQS that & populated by an antry in the table 
iifasiratedtf RS. a The catd holoer^naroa is populated 
by the narna thai m Included in tha protite rah laved by 
vacation datsbaaa .1 M. f\m 402 m a .dfepiay Mid that 
^ways contains the two wonJa ♦Credit Cafd ; Hsid 403 
is populated by one of the arahea 'in lha tabsa of RG 5. 

The tahlo oi FiG, 5 shows thrift sepafsda oakias 
-501, £0£: and 50 : 3 psprsssnting d8fer©rrt •<£ 
thrao: dfH&rsrtl maasagos. Each anay is cm^pmm 
raaiaSyaf d&p&y '^toramtlon andoft&jtalri thaiia.popii- 
laiodbaaad on the particular condita that has aaan 
.br^shsd.pr thospaeifb throahoid: that has daan ax- 
cs.scfed for axarnp^ : , whan, fha raquastad cradlt 
amount- for £ho transaction axceads aba charging im\t 
pfa^aoted,hy the card O'mm Hafcl 603 : wl!l. da popu- 
lated by tti$ dsffaranca datwaaathe ; nw;manTabargtn§ 
arnoant m& tha asqaeaiod erodji ara^unt Ssrailahy 
vvhanvatetioa of a'cardmjrnb-sr for &ifar*aactfon wo^fcS 
aaaso the masinian-! numbar ;of tf&ps&pfioas par fey 
■praa^adod by tha card:^wa^^a>:ha: : ^^aaad^d : th^eon.-- 
ionl Qf ^ha-^^aE^saat'icEVao^ntar Mki is moved into llnid 
308. Likewise, whan th$ card h&cter ahampts to change 
•o a an$da -;xafd nnmbartho axpancas roktfod to -ha pa?- 
ohaao of an Rom from a s^mwsiSii astabsiahrnon* that 
iaassooiaiod 'wHh a prohibited nwabantcoda, fhatoo-Sa 
Is translated to oaa of tha oeiadi^bmant typo antaoa 
showa m table oi FIG. 6, That iab& correlates eaah 
merch&rft code 10 a. pad ocular type o: oomrnar-csaj estab- 
i:^hman1. For axa?r;pJa\ aypatha^cai .ma^haal aods 
1234- >s assoctetiftd with Isqudr atoioa. whi;a iicm<m% 
mofchant code 456? is rnappad to hotels and rrsotda 
Thas, onca a raofahanJ nodo is to a oomfn^ioi.al osnah- 
i^hrnant typ^ oa^y. thai antry is ^np\y copia-3 i& fists} 

By poputsUtirtg fjeld4a3of FI3 .4 W3ih Qm at iho-^n-- 
tfte ln Fia. 3, a oon^p^ta ?tt«ss?ig?? ia lora^.iatod tor 
ttBH§ft\!&&\Q& '.{Q tha oa^d owna-E-,. Ta^r&aftan v^l?dQt;on . 
d^taaaaa: 1.06-..r^tr^v?ss- tha canin^xin^atioa^ addraas sa 
tha Mollis io. ^and: to tha :oa?<i owaca' th^ a^ssaiga: l\\m- 
Xtmti m ?\&-4 vman. tdb automatic doling anil sa^oted 
troraADU rn>i to ADu UO-N Tne latter am aaangad 
a.j to ^ia^ta phona calla ay dja^ t^(ap^oaa nua^bara 
raa^vad troa^ validation databaa© 108 ^od, b} fo oddga 
those calls to .other oommua^aoas d^vla^a' upon da- 
toaang a fa^sbaak sa^nal from the a;sal o^nar ABU 
1 KM !o 110:-N are ate dassgnod to tafrasnaie t'h«.oa« if 
no foadbaok signal m tm®W%$ akaf a pfadatarfn :nad pa- 
riod cjrtima.: 

If tha oornF^^jniaalEona addraaa ;a : a p^a^oa^rteaa^ 
phona. n Linear; snon.ss a ^500" or. *:?®®* pravlx n^mibar 
(shown^ tor axarnpla. In the third racord of FIO, % than 
.d^aadasalOS. iran-smits tha^massa^a NtaatratodJn. RG, 
4 to Cataract :va ^b?c^ Rsspona^ System (;VBS) '^5 ba- 
fam asadiag tha communications siddreaa of lha c^rd 
ownartoan klte.ADLh.Uport racesv-lnigthaaumbar dfeiiod 
by . ADU 110-1 . lor- axaa^p;a ; o^ma^uafeahoaa aet^vorh 



102 trar^&tes tha *m$* or "700* prafsx te^pho-na 
number to Plain Old Tetephone Ssrvia^ (POTS) tete- 
phona nambar atwhsch tha eard ownarca^ reachad. 
Whan ADU VIQ-A dat^ots a feedback aignai fem lbs 
cardo^nar ; it andpsa the aa^ (via i:na 1 40) to interactive 
Voice Ra&paiiaa Sy^iarn (iVRS) 12S tel dc<^va^ the 
massaga oi FiG. 4 ia :audk> lorn to tha card owner at 
teiaphor^ a:n 145. fof axarnpia. SpnotficaiSy. IVBS 125 
b a pressor ih&l o:<acy!sa taxMo- spaach jsyathas^ 

?a pnoca^nna^d :nafrachons daasga^d to asa ASCI: Input., 
auch as ana <ii tft& a>aasap^s sha^a in FIG 4 ; to pan- 
&f.^a.a.ho.ad afead^andio fa.ad}tion. of ihar ASCII snpiii 
in a maohin^ synthaskad vote, hVRS 125 ^ ato ar- 
aangad b prompt a ciard owner to pfavsda sonia input to 
• apprpv^,or dia^pprow a. p^r?5cuiar transaplions For 
: anipj%: aoafd owner may .'as;, prompted to o:nter b ? 1 *:on 
.a ta^phona d^lpad to app^iws a tmnaao;ian : or a 
on tha dsaspad to djaappr^a ih^- ^^nsaation, A^o in- 
dadad -ia ! VR.8- 1 m :'s- &wmm. to iaapo?xi totouch^cna 

^ coi-amanda tman. aioalfef . ia p^k:a&a SVBS 1.25 a- nr- 
a^agad tolran$jlata !ha OuaS Ibao ^a.iihFraqa^aoy pr*- 
Wrj &ipnal raoalv^d hoaj tha ca:;xi ownar to a niachina- 
faadabilfii formal auoh a^ A&m... mii-te mcO$m&Wf> W- 
■vamaim mxmsMs -ios. ASemativejy. I VRS 125 may 
o'-atuda a word ranognUion an^ thai la aa^aoad tooa-pa^ 
dsgitally fscordsd wofds : such aa tha a^aaaag^^ jn FiG. 
5, to peo^p ha oard oaa^r for padioular iafora^ationthai 
i$ convahad to ASCn toaTvat for .da^v^ry to vacation 
datahasa K>6 Flinhorrfiom; ^n ordar la injure thatJbo 

# pardon app^ovino iha tfanaacnon ?a tho aard owner aa 
■oppoasd ta- aa sapa^ JVRS 1^5 rmy alao lactada a 
^p^kar f^cogalisoa mix \fr&\ aloroa tarapia^; o! pra- 
raaordad dK'^^zed voica ransaaga^ of tho; card ov^ar 
lhat are; aoa^pa rad to any ^x*|: raoalvod Um\ lha cailad 

^ party to ctstsfy thai ! vaar" card o^iar bth«' paraon 
appa^vin^ iha rranaac^on. 

•11 lha aornrrranlaadons addfa&a. b a paging hoia- 
phono aurnbon than ona of tha ADUa 110-1 to"ilD-N 
diaia ^da pagsn^ ts^lapnono: nyrrsnarao -inHsats a aal; lo 

4^: ■ ihat paglng. tasaphooa a uma-ar. lor tha purpose of d^liv- 
aangoaa a^tno niaa^agas- ol FIG. 4(o pagar davica 13o 
a: tha card owaar Tha caJiia roaiad ovar oarnmunica- 
•t&m naKvor fc. 1 0S which usas ona,o( tm demodulators 
'"i 20-1 to lo h-anafor:r s tha moajv^d niasaaga into 

^ prc^pai sigaa^no fanaat tor do^vary lo paging syatoa^ 
n&twork : 1t1 wh^h- may ho ; , tor oxa^pia; a aatalliUa 
aased riatsanwki^ p£kc|inc| c^nrvi;^ notwork. A^tasr'iativaiy. 
.paging aystam noi^oek 11 r may ba a anaalar aofa?-aan:i- 
oationa aatwark.ora Farsana; Gonnmaniaa^loaa Son/fc- 
aa {PCS) rework. Pa.giag ay;>tajTi noiwofk 11 1 Ino^udaa 
a baaa afeajon (aoi shov^v) ihal ajoasvos lha dlaiad 
anrabar^ilong wlfh tha rnaaaa^aoi ¥i£>, 6. Tha basa am- 
tbn ihan Idaniiilo^ a paranujar haquancy a^aoc^atod 
•w^htet paging iatephona aumbor to aoda : tha facasvod. 

"n- massaga ae. a sodas ot putsaa rapraaaniad by a carrlar 
that ia ax>daiatad on that aoquaac^ tor daltvary to pagor 
1 35 Iha lattor aoavarUi the pataas into a sor;o$- af bytoa 
rapresanting tha rnoaaage FIG. 5 T^afea?tec; paga^ 
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tm milts a bud be^p to s^nai th^ card own^ .of .ah 
incorrangf message. Alteenaftwgy. pager 1 35 ooaid be a 
vibrating-. pager ^hiebaifantly alede tfto card o&iw.ef 
the incoming moas&^a through a viDraiion slgnai gsra 
-.arated Iherdn & r&&pm$&io im.mzeplion oi .& n^s- 
sage: 

Wbao tho :na;xnmg rnossa^ais an nieri asgnaiter: 
valida&on dalabasa i OS, -pager 1 35 can beany commas 
cially a^ailahfo paging daviaa.wrth a amass scfaan for dm- 
piayhgtho fre&sa§& of FIG. 4 Hawavar I? an appeal/ 
dl^ppfovai. r&apcsns^ & mzpmt&d by validation data- 
ba*a ICS. pa.ga.r 106 may advantayooijaly ba a two-way 
paging davicd, such as Wdevfc»;avaiiaMe Jrom Mobi^- 
T^i^Qmmun^atjons^TTOhn^ogyinc. s?£ Jackson, Mfe- 
steajppL in-ihsfrsase, Xm card ownar. baoaro^a an ap- 
pfova&fts&ppr&vai message by sntar&i^a: pra^ofinod' 
codsinlh^ two-way pagsr, Tbe prsvd$fesS cos& : te*h$n • 
tf ansmi'&sd to vacation database 1 . paging &y$- 
tesn oelwofk.lll , Tbsaprs>daf*nad code mmm^by 
m& or Iha daroodulalora im-t by I20^, ^h;ah .d;ampd^ 
^alas iha a&aacteiod vinmiha racaiv^d oode tot 

prasanaia^a -io vaj^aaon diabase 106. Anarnaitv^y, 
.paoar 1:35 may ba a ona^ay pagar In iftfe ess®, if a^ 
appfovai/diaapprov&l raspomo la raqnastad by vaftda- 
itcsn dafcabasa 10&. iha card ownsr may coni-m^caia 
an appTova^aapproval message io vs&cfeto data- 
base 106 byoshof mdans* such as with asa oi &corv 
yonilona* toiaphona, for : o>a*:mp : la. 

f -i a. 7 shows a flow diagram in ^Oixadanaa ^th aaf^ 
tain ^uakattva an)hGdtfnante of tha parent invention 
outfitting pro9^^T>:xisnstax:^^jj a Kac.!.aad by diftofart 
cH^rr sants of: f:ha cqrrtfn;.aBo:ailona syalonvol FIG,. 1 to ra- 
calva an app-ovaJ from a oasdli oafd ovvnartar. or aiab 
a arad& card o^ner o.b a aradit card Ir&ns&eUon sn&k&ed: 
.by a card Tha procaas -sh'c*vn m R.G.. 7 jb in&ataa 

ins^pTOrwhan validation diabase ^06 m^^ss v^i- 
idatkina^isasHor a aradst .aafd. itun^b^t As ^isntsor^d 
above. : 1ba raqu^ilor approval may : be tmmv®& ia th-s 
fQrm' ot a da^ aiessage, sacb as. tha oa« ^aatra^d in 
:RGv 2, Upon rao^^ing-tb^c^dsf o^'d'aumba^ VHNdatiO?r 
dai^ba:sa 106 uaas raa&svad aradst c^rd niariD^r as 
a. a^arcb kay m &a a^ampfta ra^^va a ka th«-. 

oradii c;iad n^artp^f. \i ?>o xro\>\t> ia av^^abla an vass- 
daaoa tfeiabaBe to? ih® <x&d\\ .imd narnb^a a& dftfef- 
jTiiaixi Vr£ ?5tap 702. vai:<^tic?ruJaiaba^a mum* an :, an- 
aaihar^ad aan^::aaon" : maas^oio card raadanOi VvU 
oofnrr f ;.;niaatiana noiwofk i0-2. Wh^r- vaSkiaticn da£a- 
baa?5 1 06 sa absa ■ o ratn^va a proiib far card n wv&w, 
•ha pa^isa ?^ aaaiyz^d 'm aiop 704 to datarrnsna v^athsr 
the raquoaied crsK^i .arnouat or iho typo ot Iranaaotion, 
for &xa.npfe ; \t iggof s any alariing or raquosi ;of approx^ai 
cond^ans At noaach conditions ars triggered vai Idatb?^ . 
d^iabasa -IDS proaoad^ wslh tb« v:&^ids^an precast .in a 
■convaniioaasfaarmef'. Qtbofw^a.. m ^aop 706 : yai^datioa 
database 106 as-canaina whether the card owner m oa?y 



to ba aja;tad s^hen tho pra-da^aod condjtioa oncoun- 
tsrsd 8 so : vaudatlori oat^Loaaa 106 retrieves frcsm the 
pmiisa the. .c&td- owr's commynica^^s- ^ddrs^a to 
vvfi&h the aJedsng meaaa§a :e a^at. as mcJic^d In slop 
707.. Thorasa'tea valfdatl^ oala^asa 106 proceeds w8h 
tha va^dalioa proao^s m a convanl-onai msianar. 

Whian tb<? pjofiia re!ri©v^d-by vaibajlon ctetabsse 

■ 106 >ndioa\os tbaaiho caKl^wnof' ia loappaova lha aradii 
nas'd aaasaalion {such a.« ibo ona :oqua^ad by iba card 

?a hosdar) vaiiida? :oa daiabaaa 1 mi orm»fei«s a raqaa^t for 
appr^as mo^aaga (uaing ^ppa^nal^ anbiaa in FIG. 4 
.anal F:|.Q : . 5} lor transmtsakyr loiha card owaar sa }rnih 
czxiBQ in slop 70S Aa rriaothonad abava, th«a ioquaat :f or 
■approwJ :maaaago . : msy ba da!ivo?ad in tbo Joraro' ataa 

^ " apboao call or a paging n^aasago, Af^orlha iransmlsaion 
ol--.;ha. raassa^e, : va]:idat?on- : :da^aba^o wa&a far a. ra- 
■aponsa fromtha oard owaor... Whan v^tetfon. database 
ds^orn^i^os, sn atep ?09, thaS no msponao. b: fonhcom^'g 
altera pra-dsfias-d paaod of ii-vta haa oxpirad ; va^dat:ion 

^a : d^abase : 1 0S,, -in: atap 711 , . aaaeaassr whstber iba. r^a 
:quoat«d caKiii araoarit axca^:da a!j> no arai^o^cnKal 
•ibmshold. As India^tad i^a:^?; iho: .na--a:navv^.ner*K!lt 
larasboid i^afislES in m.a profiSa fq f a card narobor vvhtch 
atofo^ mo ma^rnum aniauoi. o? credit that cm oa ap- 

^ provod Jof a cmdti card ban$ac;>on w^-ao iha arad^t ca t0 
ownaj- aarsnot ao raacS" : ad by tbo aornjru;nicaNona sya- 
tan*t of r1C5. 1 . j : tho raqaosiad omdir aroo^at: axceods 
Mm m<mm$t<j®$\\ iha^noki a^ daioaTHaod in atop 
•711, (ho'nva^datior: da*aba*s 106 ratals an "anauthor^ 

# imti {mm&ctim s message 10 ca?d t aado r ici , It iho ra^ 
qao^iod .sssdi amoaatdoea- not: exa&ad the ao-anawer- 
zm&X threshold: Jhe coraant of tbo frarsaactkTt coaraar 
:^oki :n if;a profiio' ^vaaraparad iolhe oa an^wor-tair;^- 
■i^ai^rthrachoidio da!ofn-;:iao v^?oibora-ianhr;^bo3dba$ 5 

^ baan o:<ooadad \1 so. vallda^on daiabaso 10B ra^.ans 
an imam mt& rm&&\$& locarcj roadar 1 01 . a^ inciic^oci 
jn a^p 70S, 3:f.nasthar ofiha no - an swa rah f avoids has 
: baan ^caodod, ■vaildaUon databa&a 1 06 ccrriplsiets ^bo 
vacation proooas in a eonventtdnai rMnna-r, as Indioai ■ 

^ ■ad jn.amp 70:3:. 

Whan vaiioaaon oafebaao 106 toc^lvaa a fo$.poaao 
Irani ^ card ownar.^Hb^n a prawned period of iima, 

■ a^dalan^nsd: In ^ap 7'09 ;: v^id4tioh database 1 06. th^h: 
: aasaas^a vvb^thar rsapanaa Maatas : ■approval - at 

4a li^nsaotion by.thacardown^n st ^o, vaiida^on dal^^ 
bassa oo^pk5taa1:ha vasidatian proao^a In a conventional 
rnanbar, a& Indiaaiad in step 705. . Opt&snaBy ; . Ida G&rdr 
boidOf may ba raqairad pro^ida a aacf^a txxia that 
rnaiabaa a. aiaalar oado :iaofedod In ^bo roaponso ra- 

^? '. ca?v:od trara: lha .-om£ aw^ar pafera jha.tf<*hsacSion ia aa-: 
iboa^ob.. if a disapprove a^poaso Is reoaivacJ tram tba 
■.card o^nar. .ya^cratbn daiaba^a 1G6 raa.ans an : ^naw- 
wmm od aansaailon* mmz&m to cmti -oadar 1 0 r, 

RG, 8 Is obad oatlinin^ Instf.^cuons par^ 

tornrod. by the elamonis of tha ^a^tra^vo aoirtrnonica^ 
■iivm system arFiG. i tovslldatead^ 
In acco'Xiajnao. vvnr: a first i:la^tfaava anjtaxiia^af^ of the 
pfo^aat InvaaMoa. The procass dopkdad in FjG 8 ss i?v 
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\m$<i In stop 801 when validation dsu&a*e 106 re- 

cajvoa & dahflcard number and a c&sawordanterad. ay 
a-, mine? .card holder Vfe&te&on :databafgs 106 iaurafc&s. 
a ctuery :on its- storage davices .to d&taa-aine. in step :802,: 
•whathsr a. prti?M:mn.h^&tmv$& tor the -raoe&ad ; osrd 
number, if no prattta ic found : validation database 108 
transmits an ^nauthprfted transaction* mcsaa^a to 
card reader id : as incSicated tn step £03. Upon f sfrtev- 
ing a pfofsle for =he card numbsr : validation database 
108 forrnctatea a .massage .using one oi tha am n as of 
RQ. 4. lor transmission to tha c&fd owna;: Thsas&fter. 
validation, database: i'GB waita a pa>dafipad -a-moanl o! 
tim& to datermEne/ whathar: a racponaa }8-tegeiv®&5rQxr- 
ths card $wn&r> *^ha : pra-dat*nea amount ®i \\m®mpm& 
:oetor^ a rasponae. & rscgiv&d torn ffrs carchowne?.; val- 
^?t«pn- daiab^^; 1 06- return an ^unauihonxed trancac- 
to-.o&r^read^r -i 0"? . as, indicated m.. etap 
803; When a respgnss indicative of the card ownersap- 
provaio? the transaction & receded tirom the cardownac 
a.s< dasanranad in step 805, v;^d;*iion diabase 106 pio- 
eeads wilh tha vafk^k^Tprooasatn a conventional man- 
na;; as indicated m slap 807. K tha card owr^r sends a 
mes*a#a disapproving ihn dt>bii card teosaoi son, ya^ 
dahon da^abas^ 106 sands an "unauthorised iraneac- 
hen* massage to card bsuar 101. &s indicated in stop 
SO 3. 

In Dth^sr &a$ta$tiya an^hodin^anta o: the prasent in- 
vention, the authorisation of a taansachon may need to 
be: approved by more !ha:n one party. For ax&mpta. Ji lh& 
charpa account i& a corporate account and the amount 
or the charge *$. over & certain predefined threahoks,; jt 
may f&qu?ffcd mat hvo authored parUes '{®.g„ coo 
porata exeoassvesa approve the Thfa *e anah 

ogoos, lor exanpla, to the oornmo^l ^q^srem^i' that 
corporate checks over' a canain amount, te.g , $1,000) 
i:ncluc^;iwo aulhoJfe:ad- signatu^s to ba vaiid, Sknilarly:. 
it iha tfarssac&>n irsvotves. for exampic?,the- d^p^nsing 
: df rnedicsiiorsa in a ■bo©p^ : .(se© b8k;w) ; it .may bis da- 
stfa^k? that the pationl's doctor and th« hospital's 
pharmadsl approve tho tfaatmant In1t:.asac&sas, -stsp : 
808 -oi FsG , B ^ tnod^ad 1x5 da^nnsha whathar all par^a^- 
which mquif.ad lo.approva ^ tran§acte bavo dona 
so. 

FIG, 9:"^howa.s tiowef^-t al a credit card puf^has^ 
irans'caction to wdfoh coetaio ^ItisPa.tiv^ e?rsbodimants oi 
{\m praaant invantion ;may advaniagaoiissy ba app^d.. 
Tn^tmns^ction ^tiated' by .& vm-dhokter ,- th^cas- 
iofn^O vybo i:n-^r=;cta & r€i|ati«Jr to oharg^ a. pufohasa \o 
a : 9;van ctstih am accomt i^p 11). This instmc.tlo?'? 
u^ua^y.Jakas the iotm oi providing a credit card- or .a 
:oradsi card, number to tba reMi!e? ; Thls : i?ans^:oUon: may 
occur with. tha customer and tha Waiter co-prasant and 
i.n faaPtsraS; wfdia the customer is waiting. I rv this 
tha tfm^in&ss vvlth which the authori?.ation procass i^ 
■comp'Eatod- ^ cloany of groat importance, s^nca-iha rel- 



evant paraas.ara ayvaitsng such aut:hor^ato>: before 
®my may procaad wllh othar .an.doavors,- (For oxampte; :: 
thay may ba vvajling; so mat.th^ r&t&i&r may hand over 
t^a goods totha castomaror provide asasvice tn^roto,} 

■ £ Thua. tha comman jcation " to tha casiornar and a. contir- 
matton.or dan^^otau^or^ationbytha^aatomar.ahoutd" 
ac^anlap^oa^:iy oo^ar qi^cidy.. For \hki raason, t& urn 
ot Xm> way pa^ara ia pre! arrad tor ttm lypa of app tolon 
oi the pmclp^s oi praa^ni tnv^nhon. 

a> : fa aUan^aiivo applications:, tha caatomar a^^y hava 
" i^air uofed ?no rotifer for an agant ol tno rotifer) in pao 
aon or via aoma corn?rujnscation. m^chan^rn 
phona; m;ali r faasirni-loor eiomvrm- masi) at a paia prior 
to tha in^k?aan of tho tiranaaotion. . Bucp Jn^ract^ns. 

^ -mghi covar an immadiata ona^ma'parahaaa, b latum- 
■parohasa fe.^, the goods o? aanrsca may not ^aamniO" 
:diatalyava3:tab.io):or a .sadasrof patoPa$aa: ; io oocar ovar 
a paaod of "timo: In m$m.mvh aa thaaa. whara tho.caa- 
tajriar and: thn rotaiiiar ans -,rtot &&pimml Vm pa-t^as 

•corn- 

■p^ted:b.«fa(& lhay -n^ay p^jco-ao : w»ft oth^r srsdssvors. 
Thai it jTi^y ba: ^ca^piMsja m lhasa cassss th^l tha an , 
■thon7atipn:pT^ft.&^. ha comptai^d rn/or a ian^ar pari^ 
oi tsma &ach aa„ Tor : a>:amp{a, ; sava:ra? hoar& or avsn a 
^ day tn tS"=asa caass, tharalc^o, otns-f 3^ss imrnadjaia 
co^imanicatlons n>act)aa;isn^ may bs aacd, sach .as 
thoaa provildad by convantionaHaJcphonaa, a-a^L or. 
in soma csrai'mstanvas, avan physical mai^ 

in any avant, tha. rata^or'a typicat response to auch 
# mm ractoa Js to a^nai a t;Bnaact;on prooassinp caatar 
(or a natwork ot such aaniara) which asac^^ated mth 
fha oradit c^fO ^arvk^a pfovid^? th^a a paftici^a^ cuak^n- 
:s* {idaraiirad by h^s or har arad^t card nu^O wkrhaa to 
-paroha^a acx-ds or ^arvjaaa ot a panjea^ar vaina 
c<> ■ !ha r^taiiar raqacsts ariaatt^on^atfon f-x tha .aharaa iron \ 
lha transactton paocassing center (^:tap Typ baity, 
ihia faqyaat:iajnti:iatad.hy^vy:ip.fnpthaarad^ 
an asitojaatad card raaaat (a^ch aa card raadar 101 of 
FI8. V) v^hich roada the rmgnatic atripa on tha aradit 
-a>: .aard, : diaia tha tranaactbn procassiog -cantaa aaada the 
■■rclavant : informatbntharato-:and racaivaa a:ithar -aa 
:thorteation coda or denial in ra$ponaa tharajrom. Tha 
Information .transmitted to lha ,t^na=^ction prooas&tng- 
canter typ&srfly indudaa liha cradi'l card nnnihar, me- 
^ ^rnoant oi 0^:cojit^p^d pn^h^ : and.th« ^taiiar^ 
.^tora k^itfealm coda ra<p. casti num&^n ££>1 ; r«* 
■qaaalad cradii ajr^oant :^02, and itscfahani code ;?03.-ol 
•RQ/E s-aspoctivefy) The reefer than waits ?or.an an- 
thonzmion horn tha tranaac Uan processing canter which 
so m proaenrs thaJ the aha^ga xviit nnderwhtton pa,, ^n- 
sarad) by lha credit card samaa providar. Thia aathoji- 
.^ahon is lyptca^y scat: ictha sOt-aiar In lha tono of .an 
auttiOfl^a^a^ code wh^ch Idcntifica ttjc Iraneactbn and 
■ can tparaby.be used, to vahty thai tha aathonzation p?oc- 
oca waa properly adharad :to by: tha dataller- Ona typjcal. 
reason for danatl onlha othar hand, sa lhar ths baianca 
on t he cnatomar'a account haa exceeded (o-; tttncaivarj 
purchase- ware. anthon^ad : woiad: axoaad); a pradatao 
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minsd oredst Srnit a^soc^ated .with tha customer's an- 
.count, in mc^timc&wm .mrtBm \%mimih<&. miso&h- 
moms. of present fnvanhom another mason tor timi&l m, 
the lack of ths nscsipt olsn appfopr^t0 : conf^m^>n (or 
the rens-ipi-of I m&xpeit dehl'd) by the eirstomer 
■.aacoant m. to he dwand. 

Arthe ^ansa.c^ortp:rc>:xise>k'i9 center, the aethoh^a- 
don process- ;s::perkxmed automat sea&y by a computer 
based system compneing, a database (ag.,- 

validation database 106 of PR*, t) containing account 
injofrTtaJiOE^ tor eaoh aredtf: card subsedbontsiap T% 
That is ; :senh a system .aufomatteafty: makosthe fi&el&fon. 
wMiw- \o-. &itthor&$. w- deny iransaetsQn- -•- no h^- 
man ImsrwUrais iypieatly- mqytmdat iha imn^etkjn 
ptf^s^in^.^nt^r. If 'ih^iransacto' is^authodzad (de- 
cte.ioft 14), ae iarypsoa&y Indscated-by the appearaeaa -Qf' 
tha : atn^orl£atk;n code on \m 4\$pBy ot ih^ rm%Ut%-. 
card reader,.: the retaitsr is thereby au^hori^ed by the 
or&dK ea.rd ieaeer to accept the dw$$ forthe.pnmhase. 
Thee, Ihe charge iaaceeptad and.the rmneaotron. is .com- 
pteiad (s?s>p 15}. \l on other hand tfre transaction is. 
■denied "by thn transaction prc^esatnp. cars to hypir^ty 
indleated by ihe appearance at a deniaiee-ir- on theaard- 
reader's dE$ptey)< the mtasler -dem.ee ttre charge and tan 
nwiates the baneactipn {step 16) 

FIG, 1 0 eho^a a flow chad, of an automated aethon 
Nation p?oesss whieb may bo ysscl to tmptemenistae 
r3 of the process of RG, 9 in accordance wrth a second 
iii-jstrative embodiment of the present invasion. The 
process of FIG. 10 is ^ustrahveiy executed by a aonv 
peter system at the transaction processing center in m- 
spon-seto-each recmved axnwst fortfte anthotbaiion of 
£ transaction. The received auihor^ation reqnaei $iypj- 
cally trar-smihed by an autareated card reader at ihe re- 
taiJehs location such ae card reader 101 of FIG 1) rn- 
eludes. In pamcLaaf, a customer identifier (//a Jbe credit 
card, number}, and.- may . for example, . also . tneiuda the 
.amohnt or thn proposed :purohasn and tha ; ethers 
siore- ■ ident^teation ■cedie {mm ■ 205 Ba^ae -en ' the': cus- 
tomer idantiflen n database (eueh ae vaiidatren data- 
base 106' of FIG, 1} & consuitadto datermine whather 
tha e^nsaaion should bs aufhorb-;ad (etaps ai and 2£l 
:For. exampla, ths .dafah^a:-may ^noiuda acooant eai- 
anaa andamdil: l\in& jnfomi^ion lad:;aat : ;ng thatme-em-. 
tome;"s account ba?arioe ss; not permuted to exceed a 
given oredn simjt. In such .a. case, th^- system wiH datan 
n-aes thsl ihe bansaetam aho^Sd not ba auihort^ed & ih& 
sum ol.tha accou:ar.baSanr;e and the amount -of *he pa n 
ohasa .io baauthofS^ad axoaeds the credit mK. In: addb 
hoe, invalfb of -'known to be)- : stok?n: c^sdii o^rds ohvb 
oae?y should. ooi be authorix^d. 

fi t ^:defa:rmjnad'frofn the analyefe of etap 22 that 
the parehasa §houid not ba ai:thori^ed for soma raaenn 
(daemon 2% the systam vasrtormai a danial code (stap 
24}: : on- the .other -hand, there ne beais-for denying 
the traneaction : tba system vdsl m aceardence with the 
pririCipba ot the. pmeent snventbn. make an attempt to 
have the (tentef;veV^ethorixation -confirmed by fheaue- 



lGmer,1:n pa;i1:iausar ; and m acaord&nea with a saeond 
^Juehat?ve arfmod^rnanl tberaoh the ayetam wll; aulo- 
:matiGS% p&ga ihe.euatomer (ueing^ lor a^ampiia.pagar 
1 35 of FIG. 1 5, supplying to him or her any res'avant in- 

^ ' formation c onearning the purehaee (eiap 2b). For ex&rm 
pia. tha eyetem mkjht supply the auatomer w:tn an idea- 
Isty of the rela^er ancfor ■ the -amount o? the pufoft&m in 
order to anabia tha cua^mer to mora aconmtejy ensure 
jhat the transact Ion io:be aulhori^ad b, In fact, lha onc- 

? a be or she >s praean^y und^nakK>g, or a^amat:va^y that 
the traneaciion is onehejn^underlaMnbyan agantsnd 
Jhe pfihoip&l.^.vs., the castonser) ^pp^vaa Iheraof, The 
ouetomar^ paoar n:umber (ie.< the tafaphone: eurnbar 
whteh femsti to oommunioate wte tha;pa9arVmay;,for. 

^ axamp^a, haetofadsn im^datste^ and a^soc?a.ieci s^im 
■Ihe aeetemer'a.ancouef. .as ^e shown In FJG; 3, 

:Onaa the customer ba§ 'baen : pagad, tha- eystem,0f 
the saeond i^straiive ambodim;ant waite tot a oonfkn^^. 
tbn fi'om tbe.euaforne ; E- -wimft may ba.s^pp^d vv-it^ruea 

^ ot the ct5stomer$; two-way pege; ratep 2S) ii tm. au$a 
tomnr raaponds with m ■ &ppropristt® oentirm^ljea (r^eer 
sion ^7). she syatem penefatea, rdm^ate and ;&oras : -ft« 
s^oniMim cods wbioh -ml] enahfe ih& xmn^im to 
he competed. . If. on- the other hsnd, tbe: cuatomer doe^ 

?z eat ■■conf^'m a:n r^aneactkm ;ae., n no responea ia to* 
ce?ved from tha: customer wis bin a p:redeietmtned 
amonnt of time)y theaystarn rormats a denralooda (step. 
;24). After aitbar a donlai coda or an aumor^:al1on code 
has bean formatted U se sanj lotha m®Mt (e.g..., to card 

so r^adar 101 of F?G. 1} who Ofloinaliy submitted thsa a-^a 
tborka^on request (etep 29r 

a<> . 1 1 sho^vs a flow ch&<1 of an a : .eomated i^nbor- 

i^atian ptoeaas whiob may be uead to Implement step 
■T3ohthe p^OGeas-of R.8- 1 m .aenordanca wiih a thim 
: itiuatmtiva enihodinient, of th a present- invanhon, A&xan 
be sean tors Ibe iigum the i-jii^tratitf© proease oJ FsG, 

4e- rt ie idantiaa! to tha : iiiiistrafcive process shown in- FtG, 
: 10 axoapf that daciskm 27, which datennsned ^hett^r 
faceted from tha customer is ra- 
placed .by daetsion which datarm^nae whether ade-. 
mai Is rsae^ad from the customer; Other emhodsmants 
-o! ibe preaen^ Invention may combsno ^hoea- shown in 
FSB. 1.0" .and FsQ. 11 by aocaptinpj. eriher a aojmrmarion 
:Or e-deniai: fmnriheon^foraef. in auob Sieaea, Ibe-^atauli 
rbe: v ismaouf) errterson may ha esthaf an asaum erf. core 
f^matten or an assumed denial 

CO 

A Fourth ) {|^.$^$$^v^':^f^^o^^^r%i: 

PuTe 1 shows a Jlow chart of an auihon/af ion proc- 
ess which may be used to Impiarnant step I S of the pmc- 
^b ess of 9 in accomance with a fourth illustrative env 
bodrment of the presoni snvaraioa. This fourth arobodu 
meat may advantapaoaeiy be am ployed whan Ida eua- 
femur hea oniy e one-way fas opposed- to a two-way) 
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pageaainoa inattows ^ to 
bec&fnmuhks&ed ^dsreotiy through the retail Specih 
iealiy, the Hiusirativs process of RG.. i£ *s idsntlca* to 
that ot the iHustrafivs 'embodiment of FIG, 10 and RG, 
11 "sxc&pi in ms- m«c^:^: byvv^i'ich- the c^&om&r&onr. 
Hanatbn aa requested and fecewed; 

In- particular* wheft decision 23 defamtinee that it is- 
okay to airtfietfixi tha iratt&B£$<oB : the ifetaatw system 
of thjs taerth embadsment oenerafaa a conftfmaaon 
code and aapp&ea tharcode to the cue-annef via his or 
her (aee-wey) patx-a {stops 41 and 42). Trsa-syppKad 
aontamation cade tor exampte ; ,ha readonly gen- 
era jad soaanat to.be predictable, in this m&nfw. flw 
&m1mi0m coda Will he kmrnn omy to ih®m§tormr 
(and not. foraxanipia : , is a fraudulent, moroi the^o^a- 
■toma^eoraditoafd- number who is not rapoaseeaioaof 
the <aj&smefa.$8g&}\ The confirmation cocfe may. then; 
b6 used to inawectfy com am the authorisation. For exa 
arnpie, whore thooastqmar & amkinq-&t&£#4o^s£& pur* ■ 
ehasa in & elofo, .&$c^$teim&r rnay provjda Ihe confjr- 
matron code si*p$i'j$d by the tmnmcpm praoacsiag 
n®tf\m£® \k& r&Smb#Y®hp may; . ip> tum, pi^vk^i-lhs^ eon-- 
lirroanof: coda back to the transaehon prooeaelng cent • 
en This, ianar.&tep maybe pedomxcd : tor a*amp;a. wtth 
•us$.-t& ^»:auis^?)^<i::c^rd .trader which, ia airaady re 
eamaH^aieation wsthilm traosactbn: :p.^ias&ing o^tef: 

Thus, after th& i^usir$Ufv:§ process of FiG; IS has 
eapp^ed tha confirmation code to the customer, step 43 
waits for a easponssva input which induct- a (return)" 
•dOR&Tft&Ui&H ood^- f .tern the automated c&rd read- 
er-. 'Thmx ths contirrnahon node which w&s eepptiad for 
the c-iyen transaction Is compared to tha confirm*^ 
■code t:hat was rocaived (rieetsfcai 44} to enaute thai the 
customer -is, in fact providing a. pro-am eooheaatioo of 
the authorto.tbrv si tn$ supplied conhoaanoo oxb 
rnaiehea the received con^rroedon coda, the sysifjm a^- 
thod^$ the transaction (steps 28 and 29). if ihey do not: 
match; or fHha sjstarn f ac:atves.no:respoaeiva cmfH- 
malkm coda after a predetarn -in^d amount of tsmo has 
eiapaad, tha insnsantion t$ denied (steps' 24 and 33). 

FIG: 1 3 eho^s a tew chart otas^dit: c^jxi purchase- 
ti-ansaatioa to which .& m h a ustratate ^mbod^aanf at the 
pra^eat invention: nw adv^ntagacn^eiy he applied, This 
fifth ^mbixjsme^t a^ninata^ .the naad tor pafforrhsag 
n-n.^tspia cornE^uhicatk^s at the ; ttn>e of parohaaa. That 
ia. the axi : ra ttrTie:that may other wiaa ba requtred.to- page 
iha.^y^ofT^i'-ja^d face^va b confirmation or dan^iJ af She 
paading attthor^at'on are not aaedad whan this fifth -ih 
iLiSiraHva arr(bodin:ant |:s anvp^ad. 

Frioj-to Ehe init istbn otiha Jramsacilori ^sa^, : tha cus- 
tamat reqee&ts and reoaivaaacon^aT^tioa aoda ?or asa 
in- a b.paui tk,a:sy josm^^d ^uaist?a,ua? h i^a^actJO; s \**ttfp^ 
51 and 52). Thiieconfcmetjon oode t whbh a^ay; iorm- 
ampfe, oa randomly ganarafed, wiitfca K;nown oaiytotn^ 
cnstomaf who intends to axacate the spaaifse transae- 



lion (e..g.. i - maka a partfealar pufehasa}. or^altarnativafy: 
fa an agent a* tha-aaetoraar the pflacspaf). to- wham 
theaaatomar hascem^untcatadlhagsvaneor^ 
.coda, Tha.epee&c ta^nsaetion rna^; far axam:p3a ; ;,ha 
idea tiffed baaedon the rata: Ses^a store iaantifieatian code 
(each as merchant coda 203 ol FSG. 2} or othar idaata 
fysng indicia ot tha ajlaiiat. Than, whan, the parchae^ m 
}n:t:ialed ; tha ca^oma?' (a? fhe parx: spats infoa-r : ad 
agaru): provides tha previoy&Jy. reof5?vad conarrnatioa 
coda to t?a rata:; W, wno. in tena pfovtdaa the aon^taia- 
fjoa coda to -.ma. tranaaotion pfoaasainp aeatar which 
pefbrras tha a:j-tomalad.."ahlhoa^atkja prooa&e (stapss 
: o3-ca}. Tha ayto?^ad aathori^ation: avatara -can than 
naa f^a:.faea^ed coa^rmaiion. eoda in a raKaaat asmiiar 

^ ;.tO: that. ot tt5a;faanh iiiuetranve aradod^anl aho^n in 
f i0, 1£' for parpoaaa of ;ooahrm?a0,an aathoa^^ioa at 
:.lha :traa$aatfen\.. h^ots that ajnae tha two-way aoramani- 
cation p:ro^^ae of stapa 6 t : ancf naad not .occur at tha 
tiaxt toi-at sanation} of tha purchase but, rathan ?my 

^ preaada:tn.a : trar^act3:an by a:aubstanJ:tei : a.mouai. of time, 
a ^ide vaf iaty of aoaiman^afiona d:E>v^as Tin addition to. 
one- way or tvvo-w^y. pagafa) may advaataaaoa^iy ba 
aaad ?a iaaiizina.the ^fth ittnatrativ'a ambaclrmani: 

FJO. 1-4 showe a tiow chart of automated author^ 

^ «af=on proceas whm may ba ased to imp^nent step. 
SSotthe prooasaorF?a. fStn accordance with ^hehfth 
^kiaf rat^a ^fnbod-iment of tha presant tnvaation. As da^ 
schoad ahova r upon the reoaipi oha customer^ faciueat 
im: a ooalirmation coda to ba tssad; ;n axeouttag a epectf io 

# i^^re} tmna^chorv tha iileairat^a aamori^ation aye=am 
trjeneratcs and seppecs a con^rmation oocte to the ous- 
fofnat ia.ao^iitian )q \te d<jieg acppin^d to tha ct^tomar 
?xavavar: iftki coni\m\ation coda is asaoosated x^th 1h« 
:caaiarnai- iderii^tar and, Jof axarapac, tb>-? rata^: : r siote 

^ idaatitEcation coda, and this data "is tttan etarcd ie-the 
iraneaction prccaeajngojaiiaadaiabasa i'a.g, : val^atloft 
:daraaase rOf>of FiO. |) for t^arremava! -that ia, whoa 
Jdentitiad transaction js-sdyaily axeaafad.. 'Thas; up- 
:-aa.;a raqeaat ■for : aathorfeauan tt^a a?van n-aneaation, 

4^: jha titeaadva prooaea o^FiG. 1 4 ratriavas tha prey iaae- 
%* auppfied ooanra^tiaa aode from the. datsbaae haead 
■on tha aaeTomarldant^ar and the rata iiairvstora idaadih 
caeoa code (stops 61 Than, alter \\ ia dataa 

raiaad that tha iramaofson shoufd foih-erwiea) he antho^ 
kad, tha : ay stem ventee thai the' coati ■ mation ooda m- 
ea;vad with 'tha raquoei lor aut[x>rszation mstchea ths 
:<^^tifraation coda prcvioaeiy. sappiaxi to tha caaloax^r 
ideoicicn m). it Ihey do in tact match : the authoai'atsoa 
may be confia^ad h5tepa:28 and SB); . 

so 

A Sixth IMaslradva £mb^djnxax 

In aacordaaca with a $iKth Tluatrativa amhodiraaat 
of the present bventton : a conhrmatloa coda may be 
provided to a caetorTtor wit hout the cestomer making a 
spactNo reqaaai therefor Thia emhodimanf may he ad- 
vanta caoaeiy aepaed to a credit card purchase teniae- 
t?on in a ^i?a:iar manma- to tha -fifth iifuatrattva arnbodi- 
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meat desarroed above, in panic ute the flow oba.it 
shown in RG, "3 may be rriodlflscj by removing step 51 
therefrom Then, instead xsfths customs? ^qesa&np: and 
nseerv:;ng a. aonf a motion- coda for aee in a spactf:ca*iy 
identified snbaeqaent transaction, -he cestoner (aato- 
maiEea%). rec-eEvee a fiawc^?ln^stioH Mf&r sash trar*s~ 
^ehon and/or p-eaodicaiiy rd.p;, each, rnofniaa} for uae 
in his of her next bisection. By torimg tha ^se of tha 
gtvan conftonanon cods, la for example,, a s<r!g;.efrana--: 
■&c#on,- -he advantages of ih© praeani ir^nUor, in pro 
imtio%&$m&st fmi0i^nnmn^m^ ti< obtained, weila 
no direct noe^eaaioMbn from fhn easterner to the i rana- 
aobon processing, center k; • eoeirad. Thus: for example, 
as in the= c^se oMte foarth and fifth IH^rat^:«rn^5d- 
ifaenia, ons-way pagera-.rnay adyantageo^y be .asset 
Moreover the ase-ol & contraction opde : whine doss 
not match fh a iaei previously suppfed confirmation eod$ 
but raaher. mashes -om mm Un a prsvfeus; trans&oflod' 
may weSfda indicatives feud : 

Although a aarebar o? epae-Elio ombadjmente otthie 
inversion haw b&OT-s&o&tf sndd&scbbad herein. %. is. 
10 be: *;rc&f stood .•ibsd ; sheen arnbodenente ere e-foraiy 
itk;&eaj^o : af the many poeafb So' spacer; arranpamepte 
which can be «tevteea : 'in appiieation of the principle of 
ihakr^ytto^ arranQomenta 
can bn dayiead In accordance wish ihv$® pmciplm by 
ihosa of ordinary s&B -In tha an wkboat departing from 
ihe sprit and scope of the invwtav For exampie, af- 
though ihe embndknenre described above have fo- 
.eueed on a credit card perchaee transaction : it- wi;! be 
obvioee to those, oi .ordinary in the/arUnat mn :pdn- 
dpiae of tha present invention may be applbd Jo a 
variety of tasnaactions :nebdtng, bet not iimftari fc>, :b*&- 
ehone caifiHp cafd tr&f&ac&xss, banking 'eansao^oes 
including tnoi© ae?ny stock and commodity trad- 
ing transactions, and eacare acsaes transactions such 
ee : computer accuse, eamaations, das-erf -on • computer' 
pmm&tiz.. In add?tion/ihe:pfJheipa;eorine ^ ereeaat in- 
vention- may ba applsad lo nerne*m;;$ o^her typee of se- 
cure acoaee traneaetioE^e. § eeh as- physical acoe^s. ,{i 
entny) iransae^ona including those uaedtor ■ f posies of 
inventory control For e^mpia. an entry door to a saoura 
{& hospital reedication room). or to a saoere, 
t&cility may he Ivc'md by an eiiaoirortic bnkie^ ay^iare 
i&.g.. combination k-syp^ or c ^ access, snay? whk:h 
: is stedrbhicaiiy Hnkadlo.a: canh^s fac^ty siuch aa me 
fransactfon pfoees $;ieg center rieen fiNd :abov^;. T^en, 
any aitentp^ to. snm thb room oriaei'iity n^y b& n>ade 
:eub^aclio oon^nTiatbn ;n acoord^nea w^h the pane ipaje: 
of the pfoei?e- invaeibe. 

In addition, ^aishoagh tha abo^a emdexi^nen^: fo> 
cu^ad pfirnarily.cn eon)r^nnicatron v?a wir;nee;$ paaing 
devlnoe (e.g. : on a -way or e^o-way pagors.}, si. vm ba ob- 
vioes to *hoae akilled in the art that many otbar carnniu- 
niosnona macbanisme fnay be need instead of : or m 
ditba to, wira^eea paging devices, Thesa fneebanfeme 
i;enlude ? tor -example; oe^e&f ^alnphonoa, eonvantionai 
wired telephones, paraoeas comp:uiors ; ajo 



Claims 

1 , An aa^matad method tor hon^ino a trahsactlonv 
•ss:i'd tran^aatson ba.eed.on : a.deatoniafddent ; iee : r as-- 
^ ^>csrfiau Vvjtn c^ >K?n;e?. ina niatiioo -oo?>^p? ifcin^ 
inn eleps or 

ejcejvtnp a i eq^ast k: aute-x^a said iran^ac- 
Xiotx sasd request includjny aaici ensexaaf idea- 

^> Mw: 

d^tennjnin^, ie : naepoose to ssid reqea^t snd : 
isased on eaid ci^tomer ]der*Ufjae. ^halber to 
anthorka aa^d tranaaeBon:: 
U eaid dateraTining; siap da^ra^nca thai eaid 

^ trana^i ion ia to be-:aethor^ed, c;ommnnicatina; 

§aid doa^nnination >o e.aid ceeiorner. ■ 
faoelving: a oarnfnun^ation: torn mlti coatomer 
aonf Arming ^hat saidcuaiomar ooriaao1a : to m\4 
Irarteaclion being .author^ed: and- 

s?o •au!hO}'i?:]n^-«iaiid ir^nssalk;n: jn. r&spoos&.*o ssrfO 

nomrnne iaation reeaived Irons sa^d c a stonier 

2. . An ae^n&nx! a^etbod for anthnr^iing a tr aeaaeann, 
eaid baaeaceorj baand on a e^oraar idenelex ae- 
-eocia^d wHh .a.cusiojf^f. iha reatbod enraphsing 
the a^apt o= : 

receiving a:requaei ioauthort^e eaid traneac- 
lion, aaid repeaei inciadieq $aid customer =den- 

dmmmrmg y in reeponee to said reqaaet and 
ba^ed on ^axi customer ■ identifier wbatn-er so 
antbnr^e aaid traeaacTjan: 
8 eaid datem^ning ^iap datara^na:^ thai s^id 
^ trar^saeriorj ss to be aelhor&ed. com-rnnnicaiino 

^asd datarrninahon toeaid c.ussorrs^; and defer- 
mmkig methm ■ a eoramanicatfen indk^ing 
thai aaid transantton ia not to be aniboraad & 
raooivad within a given arnounr of ^ine b-o?n 
aaid..eustomar; .and 

au^nf^in^oasd traneaotion tf oa;d oarnmanica- 
tiondrom said,auejoa>er ie nai : :reaaivad.w^hin. 
sa?d Oivae anioanbol ^rns-.- 

^ s; Tn;sn-atho<iofcfar:nror2wharain 

mun:ica^n§ ea^d detea'elnsejoe to ea^d' noelomer 
oampfi:5ae trafisn-;!f:np ajgea^ representative' or 
esiid deiarrriinarioa lb a, wiraJaea. taiocOE^mun^se 
liana receivar. 

co 

4. Tha a^efhod o? niairn 3 whereir^ ea;d v^eiaas tale- 
earnmanications recaivar cornpr^as & dsapiay and 
v;4>erain eaid step oi comtmnlcamg said detarrni- 
naiion to aa:d customer aornp rises com man scat Lag 
. ea;d cuciorear ?denimar to said c e stonier 

The method of clam 3 wh&rem §ald wlr-ele^e f-el?^ 

comn^anscatioea- racaiver a^rnpriaea a: display and. 
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wherein said slap, of coramunicating said dete.rmh 
naiion to sa=d cusloaier comprises communicating 
an identity of said, provider to s&ks customer. 

a Tha method o=- ciaim £ heroin s&id wire teas te&r- $ 
a&mmanicaa;ons. recorder cortipmm- a Hvo-way 
pagar and vvhafaio said carina nicaf. ion horn said 
st^ornar sorairrnsng: ih^ii saM cusaxnar co^saaia 
io $akj transaction being authorized is transmuted 
■by sa?d oas^xnar with usa :of said two-way pager . -a 

T, Aoaaifxaated: m^i'hod for ^ijthoj^:ing^tfM^i£^5on, 
s^irans^sMon based oa . &:misiornsf iideniiaef .as- 
sociated with ^ customs^ t*&: rna£hod coropnssng 
me st^ps of; ^ 

,eoraniunica3ta^ 

.eoda for m$ m .executing asid rranaaafion; 
tscimm$. a inquest to aatooriso s:ald;i : ra^sac:- 
•tion> saida^oquast ;na&id?ng said aasaxaor idan- 

and sa&i canfc?matiOo coda; 
■detonating, M 5 Eosponsa Xo said raqaasa based 
an ,^iid .cuafomar and haaad on- 

■wnathor said racaivad cooarrnaf;on codo 
alohas said soaiinnaaoa coda eoaxaunieaisd #s 
to said customer, -whether- to,auf:horisa aaid. 
•aans&cifcn; 

authoring s&idtf ansae lion It said daiero^ning 
. step daf arenas tft&tsafcl transactors -is io .be 
aathoa<-<xl m 

a Tha rnathod of daira ? v^harsin aa:id step of coraoxa- 
abating lo said aysiomef a aonf:or*ahoo coda for 
asa in axa;:aangaasd transaction ^5iMfc>a?:adio ra- 
sponss >o racoiving .& coram unseat bn from said ays- aa 
axnar inditing that: said oustomsr das^as so axs- 
c:yta sasd - aanaaa! ion. 



. to said customer a confirmation' code 1 or usa in 
.oofnptatsap. a&ocutksa of sa«d i&nsaaiion.: 
rccananp a oomaxioi cation comprising aaici 
confirmation aodc; and 

aaihon^np said aanaacfion in raaponso to aa:d 
racoivadcc^iimiahon coda matching said con- 
f i j matron cod a comrn uncat ad fa said, c astomar 

11. Ths raaidod of'ofairn 7 or ID whan?in sasd stop of 
canxn ^aacai ina *o said csjsiojTja!' $:a'td conarraation 
oor^a. i^pf^«iV^nosxl:idg : i^id : aonfirrnaiba coda !o. 
pfovid.d a : aacara ci^rauaioa^oa maraof ., 

ia. Thoa^hodofaiaiiT! t 2,7orlOwhafa:;nsaiidtens- 
aabn compress- .a- aalas tranaao^oa -aad wharain 
s^id custonior k^ntifiar .coa^pdaoa. a ow4il. cam 

T3\ ThamathocJ of claim t,^, Tor ID wheasia sddtrans^ 
a^fe'r compriaa^ .placing a* taicphoa^ caiS ma 
wh^r^in aatd caafoa^ar id^at^iar compri^as.^ ia^a' 
phona caHiag GS'rd nymbar. 

14. Taamaaaxiolci^ia: 1, ^, Tor 10 whamia ^aidtmna- 
action compriaasa banking a'aasaat^oa and ^har<s- 
in said ca^omar idaniiiiaf aompr;aa^ a bank, card 

I S, The method of oiaim 1 : 2. ? o? 10 wherein said ous- 
Mambofv. 

15. Tha raatdod ol ciatm 7 or 10 vvdaa^n aasd step oi 
■cxm^mt^iX^ ^iki cxmiimmkm <^x1a m^M om- 
tomar coapri^aa irar^sa^^iag a alc^nai rapa^sania- 
t?ve of said connrraation coda So a ; vdraia^s laiaaorrr 
'maa : iaationc raaatvar. 



9. Tha a-c;hod of clasrrt ? further oorapaaiag tha: ^tcp 

•of aoa^raaaiaaiiag: a aaaond ,£ontteat;oa aodo: to 4a 
said a^sioraar astar a^hor^ia^ aaid ^aaeaolson, 
said second aoaf^mafi;oa cods for aaa ia' ; cxacatin9 
■a .^acoad feansaoJio^ ^ao^aoaf to said: transac-. 
aon : aad bmng -tiiMrmt itm\ said con^artaMon oodc , 

4S 

10. A^:a;:jtoraafad raath^i fof aulhoriK'inq a Iraaaaciion, 

■ ^aid.aaa^adson basad.o:^ a. caatojriar idonato' as- 
soojaiad with :a customar; tha rrsafrioei compr^aiao 
the slope o-::. 

CO 

racajving a asquasl 1o ^iataori^a aaie^. iraasac- 
dorv:said r^quaat iaaiudsag said a^slaa^afidaa- 

detaining, b fasponsc la said request aad 
oaaad oa : said aaetoa^ar :identnior ; ^ataar io ^ 
aathonKa said transacaoa ; 
il said datoavanwp. ^tap datara^aas that mM 
■transaction ia-to be aathoa^ad : aommanioat^ng 



1?, The mathod of d^m S'or 16 whorain §a?d wjrciass 
tciaoojv!a>caiaa^oae reodsvorvcorcprssas : a. p-agar: 

1 An aaioaiaisdaysiaa-: for ase in aataoa^ing a traae- 
,ac:tion> said tr&asaeaoa bas^d on a ciuatoa^r idea- 
at^r.aasoojaiad w&l a : aaatoa^aiv Jha aysiam cora- 
.priaia§: 

a :fooa!var a^pt^i.to racaiva a ::oqaa^t,io aia 

Ihori^a said £raasaation. : aaid raquasl including 

ea^d castoa^ar ^daaf^ar; 

jr^ans- for dotafrniaing, ia rasponsa lo said 

qifasi and basse; on said castoniar k!ani$$?: 

wharhar io a LUhoriza said a:aasaatioa.. 

a aaaaniHtar acsaptad coi^araaicata said d^t- 

larmiaauanlo said ausiomar if said moans im 

dO;or^sning doiaro^aas thai asad traneacaon is 

io be acidori/ed; 

a raooivo?' adapiad io focaivo a con^muaiaaiion 
■froa^ said customer- coafifmiag taar seki caa- 
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'•tomer consents to :■ aajd 'iTansacnon oofao; au- 
thot'^voci: and 

ms&ns M : aulfcb^ re- 
sponge .to: said comm^nicamn racefcfsd . from 
said customer 

1& An auksmaiad system for use in authorising a trans- 
action, saiti taansaCii-X: based on a customer *dan~ 
liibaassoojatad mih a cu&loroen'the system com- 
.prisiao: 

a raaaivar adapted 'to. racarva a raquast toau- 
•noma"; sriafeo^nQ- 

.m$.$m fordsfcermNno,. in r ^sponaa to said 
-qasst and nasad on mid caaSomer idant&ar; 

whether loaa-hor^a sak; aaasaciion. . 
transfer adapted to: aommunla^a said 

tarnation- to said easterner $ saki maaas So? 
•xMt(5rf^j««^g-.d&t^f^^«ss-t^s^ said trart^ctlon ;is 

So ba antoon^ad; 

.si da-;eradapiad to;daiarmiaa..vtfhajhsr a aeo> 
raaasnata* indteattog. thai aajd transaction is 
not to be aamor&ad is racaivad mihio a given 

amOU;"1 ;Or tlafe UOFft Said CUStOma*" and 

rnaans for authorising, said, transaol ten if said 
ciommury^ai^n irom said easterner not ra- 
■c^vsdwfeia s&fd.^lvstramoujuo.? tima, 

M, An automata sy&tem for uss m mlhon&inQ a trans- 
•&ctbr\ asld transsc-ticn bassd on a customer ktara 
IHtef associated mih « customer, -the system com- 
;prlsin<:a 

a iv$t : adapted to i®cmx<® a oororrkinfca&on- 
from said cfcstorcfrf Indicating that said castoro- 
ardaairoa to- mmvkt ■said-tr^ns^tion; 
.a. transmitter adapted 10 communis&is io^aio 
oastonw a aonf ^matioo cccte tor asa *n sxsoah 
tng said- tf&nsao^an; 

a :ooaivar adapisd to racalva a r^qaastto aa- 
ttowtee $mirm$%c#on. said rsqyssat KickJdirsg 
.said '■customer id^a^'iar and said aonfirmatsorr 
coda: 

means tof'datsrminlno;, in rasponsato -said, n^ 
■q'jsst: based on said customer idant^ar and- 
cased oh - whether .^fisid race^ad oantinna^oa 
code:m3to:h0a : saiovcortfam;:aiDin coda 
niaated to . as sd.cu sfomaa whether to ^thork® 
said .a-ansacaon ; : and 

rnaans for authorizing said tasns-ao&on If sasd 
maans for datarminlng do-an^inas: lhataaid 
•aar^action is \o oo auihor^ad. 

2i ... : An automated; system, for &$&m .mihom&ig- a trans- 
■actbn > ssid trar^^ction- bas«d on a customer idcrv 
t$tw assoejated with s customer, ibo sy^lnm mm- 
pdalng;: ' 



a receiver adapted to raceivo: a. request to.ay- 
thorn® s?:iid ir^in^sctson. said request indodlng 
sakl ouslomer .id^tttlfi&r- 
moans tor d&tsrmsniao^ sn rospoaso to seisd i^- 

^ qissst ^ad based on s&sd castomor jdsntins^ 

whotner ic-aathorfe^ sabtransssotion:- 
a ^st^smHter sdaptsd to conarsunic:atec to aakl 
c:a^tor^ar a. con^fma^ion c>:xia f:x u:>a in coav 
plating axaouUon of said transaction if sa;d 

^ maa?>s tor datarminlag d^iafmlaas -ha* said 

traas&at:;on :^,to ao authorized;' 
a reaaivar adapiad to: face;va a aomrayraaatiars 
oompr-iOsng. said, confirmation oada: .and 
rrsaans/ fof a^ihoa^ng - said transaeiioa sn ra- 

^ sp.oas$ to-- .said reosivod conf^mation code 

matching -oaid ^ortfiaaatloa coda comma nfe^- 
ed to said o^starn^: 

A meth-od:o? proca&s^g a t^nsac^on, Jha^naihod: 
^ oarapassrjg trs^'st^ps.ot;:. 

ree$&ir3« .ir^ormation aasocsata-cl with airans.- 
=ae:ison miatea by an. aaent of a prinaipai; 
ratrlavtrip a pfotila hasad on said inrarma^on 
^ associated wSh sa^d uansaction : 

nomparlfj^ al isasi a cordon cA ;sa;d infofma^oa 
to da-a inciudad :n said proliia and 
in raapoa&e to ^aid oompanson, not;fyEng said 
aancipa? of salci = ransacfev 

m 

23. The ma^od-of olaiim 2.2 wharain-sa^d- not;tyin-g st^p. 
fa?thaf.;nchxias tfra siap of transrriifiing-s mess^i 
to said panolpai ?o fa.qaas^; approval Jor the. tr^ns- 
ao:ioa. 

as 

24. T?M:ms^«f.^Q^ 

of: 

raoaiv1n9 : -^n ^approval signs-rrrornaaid prina fpal, : 
^ and 

in fssponaa to racaiv:ina oa;d: approva! .signal 
■ a^hor&lng mm- •jansaolton. ■ 

Tm mathod o^ oiaiai £4 waaf a:a il :a approval a^aai 
^ ■ trmri the - pr^oipai is transmittadvf torn a p&m% de- 
vica -mk&r E^oaived the no^laata in response io 
.ihea 



m The mathad of a?aim 23 l^rthar oarapr is^ng ihc stops 
' ot 

rsoatylag a : diaappravai. ■serial : .frp^--@akhpf i^ci ^ 
in. response to reoa^ing: :safd diaapproyai .sig> 
nat [nvaSM^%;Sa^ iraasaatioa, 

27. Thematiiod of.oiairn ^Sfa^har-aompns^ng the sfao 
of .Eavalsdatingaald transactbn-^haa::no;S3gnas is- ra- 



ta 
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0eiv^d1ro^ Mid 0ri-nospa? la rasp^aa : t© .said- 
quest tor approval message 

m. Th& method of alaim 22 whsasin :t»npa.d?>^ : 
aiap taEthar Induces the step o-' daferro In sap vsheth- £ 
■m psimraalara jndudod ia aald.:aa£ond a-Jba-sto? 
formation exceed thtrahoid vskies wprm&rtmi by 
■ s&id dspa indaded m said probfe.. 

A aysUsaafaj" paxa-as^g a ttansacbaa.. Iha sys^av a? 

. a daiabasa: vybio£aracaivaa snforrosM'ion aasaoi" 
: atadwsiba. imna&et&n- Ntialsd by. an $gg$i of 
■ a prhalpa? and which: stores a pa^a ; d^na^ ^ 
by sa^d principal: 

:a-&rwes$or whicba) mriw said pro^afrora 

sajd.datab^ bas$d oasasd information, 

dated -with aaid. i)$ff&a&ion, 

ai iaast a. porfcon a^ a:^d irsfom^aboa to days 1-v #a 

■a »^wGf:k : <sV&r which a ooliJkjajjoa :S;aaat ia 
tfapsmirtaatdsaid principal ta raspaasa laaasd 

30. Tha system as a?aan 29 wbsf^n aaKJ nabJbauan sig- 
nal !aabdas a rasssaga t sq^ssang approval 'of Iba 
transaction. 

m. ■ Tha- sy mmid mm m iutmm zmpx&m-. m 

nai is. bansmiaad *$ sa:;d pmap&\ to said dafea 
baa^ and 

m&m is r&mmsm to. immm appa^ai: as 
aignas ^sakrdasabasa, fm m^mm^ ^m 
. a an^abaoa: 

35. Tha systw &? -claim 31 f aahar oarapr:aiap a paging 
da^iaa : vyhicb a) faca-Vas iba nabfbsaan sagoa^ in ^a 
raspaasa to iba aorapaasan, aad b) ■Uan^rPstB tha 
approval- aigaa;: iYom tha pano^ai. 

33. Tha sysbaa of ciaim 80 iabhar aoa^pns^ag: 

■afvsn&^jsser dev*ca b^avwblah a disapproval 
slgrsa? ia a-ga^f nsUad' by aaid pabc^a; id said da- 
tabasa: aad 

m&ans rasponssva to rscabbpg said disapprove 
ai signal, at aatd daiahasa ■ ?of i:nva3<aat ir,g siikl 

34. Tha aysiam of cten 30 furr.bar carapdibag rnsana 
lor fnva!sdat?aQ aaia tfaasacban wnaa rso ssp>al ta 
:E'aca!vad:f::"om sasd. prh^cspaf la raapon^a. to said re- $s 
qtissi -'or approval messaga, 

3S> Tba- aystam of - siaim -29 wbara^a aaid .pj-ocaasorlar- 



mar1ao:^ud$a : maan:& for ^aterminiag whatflar pa- 
:ramaLafSinc;Sudod.;n ^a]aaaaand : a:ubs:s!:orinfeaTia'-. 
aan e^asad thrsslioid vai:uaaaapresa^ad : by safei: 
da^a inai^dad id aa^d: praf -;a. 
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